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TOPIC/SUBJECT
OF THE ACTIVITY

Conduct of an interview of Mr. Alok Mittal, IPS, Inspector General, NIA, Govt of
India.

OBJECTIVES

To provide students with the opportunity to interact with eminent
personalities in the chosen area of science and technology.

Train them in the conduct of an interview and to translate the interview into a
published document after proper editing

METHODOLOGY

Screen for a suitable personality for the given subject.

Obtain their consent for the interview and fix a convenient time.
Conduct the interview with prepared and extempore questions
Write, edit, format and publish in the Department Annual magazine
‘Expressions’

OUTCOMES .

Students learn the importance of background reading required to conduct an
interview.

They appreciate the discipline and decorum necessary when interacting with
scientists and administrators in a professional space

Hands on experience in journalistic skills.

Positive encouragement and inspiration towards higher education and
research
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e Photo

Interview team with Mr Mittal at the NIA Headquarters (left to
right - Harsh Bhakrl, Sucharita Sen, Mr Alok Mittal, Dr Shaiini
Sen, Dr Nandita Narayanasamy, Naintara Jain




e Interview Report

GETTING
TO THE | An interview with Mr Alok Mittal, IPS
TRUTH | Naintara Jain, BSc (H) Biochemistry It yr

Alok Mittal, IPS, is the Inspector General, WIA
Originally from Allahabad be holds a bachelor's degres
in Mechsnical Enginesring from IIT Foorkee and
master's degree in Police Manapement from Csmania
University, Hyderabad. He also completed his post
graduate diploma im Cyber Laws from MALSAR
University of Law. Before his association with NIA, he
has been part of Haryana Police and the CBI Economic
Offences Wing & Cyber Come Cell During his
illnstrions career, he had been actively imvolved in cyber
safety campaipns and was swarded the Indian Police
medal in 2000

Sir, what is the procedure when it comes fo processing a crime scene for forensic
sample collection?

There is a standard procedure followed when it comes to evidence collection at crime scenes. The
cardinal principle of amy mvestigation is that the chain of custody of evidence has to be maintained.
The foremost thing is to ensure that the scene of crime is preserved. The SHO of the Police Station,
on being mformed of the crime calls in 3 mobile unit of rained personnel to the crime scene who
help the investizative officers lift the samples. The evidence is collected and sealed in the presence
of some mdependent winesses before being transported to the court or Police Stanion and put nnder
lock. The evidence is then deposited in the
court and with the courts’ permission sent to
the forensic laboratory. Sometimes the
evidence may also be directly sent for amalysis
fromn the Police Station The independent
wimesses, who are not associzted with the
Police Deparment are called to depose before
the court with respect to the evidemce
Government officials are usually preferred as
wimesses a5 they are easy to track and summon
b Conrt.

MWIA - Mationzl Investizative Agency - is a
federal Counter Temrorism Law Enforcement

Do the Peolice aofficers also get amy
training in forensics? Apency in India with a clear and nparmow
mandsie to investigate winlations of ant-terror

Police officers do zet fimdamental traming in
forensic evidence collection but they usually
don't need to acmally process the evidence as
the distmict level mobile forensics unifs serve
their parpose well. However, basic mles are
tanght samd well known to the Police officials;

laws. Established om 31st December 2008, after
the 2411 Mumbai terror attack, the agency is an
independent body that has powers to act in
response to femor related crimes across states




THE JUDIGES®
DILEMBMA:
Article 20(3) in The
Constimtion Of India 1049
states that “Mo person
accused of any offence
shall be compelled ™ be 2
witness against himself”.
This lsw has very serious
implications on the power
of investigative agencies to
collect samples fiom the
accused. A wery good
example of this dilemma is
Ritezh Sinka v Stare Of
UP& dar (7 December,
2012y An mudio recording
was recoversd and believed
to be of the main accnsed.
However, the accused in
question refused to give a
woice sample and protested
to the court Thoogh the
judpes were divided, the
final decision was in his
favour as there s oo law
which compels the accused
to submit woice samples
unlike evidence such-as
handwriting samples znd of
late, even a few biological
samples. This matter, still
debated in the Supreme
Court, brings to the
forefront the importance of
3 balance in interests of an

for example, all evidence should be dry before collection. They also
hawe to work with the Forensics labs to get samples for comparison
such =z writing samples for handwriting analysis. Ofien in cases of
smicides or fake wills, this become very Important a5 vou need a few
pages of handwriting samples for the expert to be able to compare
handwriting. This especially poses a problem in rural areas: officers
then hawe to look for school, college apnd even bank records to
obizin samples.

Despite the chain of and the presence of
witnesses, does evidence tampering still happen?

Unfortunately, evidence tampering is not completely unbeard of
People sometimes plant samples, or even get them changed at the
other end. While it is not very common is serious crimes, it has
been seen in smaller investigations such as those mvolved in petrol
adulteration, and even adulteration in food: the collected samples
zet delayed or exchange offen doe to the influence of the proprietor.
Further, even if the evidence is not tzinted, the experts have a
certain element of discretion available which can be exploited This
especially holds true for evidence based on handwriting analysis
which the expert compares features like pressure, flow and letter
formation and can report some uncertainty in his conclosion, such
as by stating that “other possibilities cannot be maled out™. In such
cases, the benefit of doubt is then given to the accused and he may
be acguitted.

How much weight does forensic evidence hold in court?

Forensic evidences are what we refer to as ‘clinching evidence® -
while cirowmstantial evidence can pont fowards a possible suspect,
forensic analysis can lead to definitive proof specislly im cases
imvolving firearms or DINA analysis such as in incidences of rape,
nmrder or blackmail In case of amy contradictory indications, the
court believes the forensic reporis.

However, the strength of the evidence depends on ensuring the
chain of costody, sbsence of delays in ransferring evidence to the
lah and the expert whose analysis is submitted.

The law classifies evidence as “oral” snd “documentary’ evidence.

Forensics also falls in these categories. While the documentary evidence is the submimed report, the
prosecution has to establish the procedure used fo amive at the reported conclusion All persons
accused of committing 8 crime have a “Right to Fair Tral™ and get an opportnity to cross examine
the witness or foremsic expent, who then has to sustain and stand by their testimony. In case they
waver or change the forensic evidence may be dismissed

Moreover, all forensic tools are pot admissible in court buat are very important fo drive the
investigation forward. Polygraphs and Marco test can be camed out, subject to consent from the
person of mterest before the magistrate or the jundze, but have no evidentiary vahie.
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Are the foremsic laboratories affiliated with the Police Department or are they
indspendent institutions?

The foremsic labs are not under Police and are mmpartial independent institutes. Central Forensic
Science Labs (CF5Ls) fall nnder the purview of Government of India, Minisory of Home Affairs. AL
states also have Forensic Science Laboratories under the State povermment. However, due to the
exiremely high mumber of exhibits sent everyday, the resulis get delayed and ofien courts have to
order processing of evidence on prionty for certain cases. Document analysis specially takes a very
long tme and evidence can get gquened upio even two years. Many states have developed Fegional
Forensics Laboratories at district lewel to expedite this process. MIA, bemg a federal body and
dealing prmarily with termorism gets priority. We work with 2 oumber of National labs for forensic
analysis mmcluding the Centre for DNA Fingerprinting and Diagnostics (CDFDY) and Centre for
Development of Advanced Computng (CDAC), as well as some state labs.

Sir, since your expertise lies in cyber crimes, could you please elaborate a bit on
cyber forensics?

Cyber forensics has revolutionised crime solving in a lot of ways. While the device itself cannot be
continnously worked on for fear of tampering, mimor images are made for analysis by the experis as
well as data collection for the purpose of investigation by us. Our devices - phones and computers
save & lot of data we don't even realize. Cyber forensics inchndes extraction of data from the device
as well as the server, specially deleted data. In addition to retrieving data, we can alse Constmact
timelines of the suspects’ activities in terms of their movement, and who they were in touch with
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